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PRINTERS

The responsibilities of the check printer are unique in the life cycle of the check.

Each check printer should develop a quality control program to ensure that checks are printed according to specifications
in a secure environment

All check printers and organizations that utilize check printers should seriously consider the following seven clauses:

1. Access (to the plant):

The printing facility should be protected against unauthorized entry by the utilization of a key, card, badge,
or biometrics-based system during working hours and by electronic surveillance or security personnel when
closed.

Visitors to the facility should never be permitted to enter the work place unaccompanied (service personnel such
as electricians, plumbers, equipment technicians)

It is important that equipment used for the manufacturing and processing of checks be inventoried and regularly
checked

If equipment is to be disposed of, it should only be sold or placed with reputable firms (for banking purposes);
The serial numbers and records of disposal should be retained for a period of no less than ten years

Check manufacturers must ensure that sales and manufacturing personnel have no previous criminal records
that involve crimes relative to counterfeiting or forgery. When a crime is committed which involves a document
produced by a check vendor, full cooperation with the appropriate law enforcement agency should be provided.

Company records should be made available for review as long as employee civil rights are not violated.

Paper supplies utilized by check manufacturers must be kept in secured areas. Employees should not be
allowed to have free access to areas where the actual check printing is taking place

2. Administration

Order monitoring should continue until proof of shipment is achieved. Appropriate controls should be in place to
ensure that completed check orders cannot be inadvertently or purposely shipped to an incorrect destination.

Documents should never be used as samples by vendors. Samples should never contain customer information of
any sort, especially customer names or account numbers

Check vendors should be discreet and treat each order as a confidential document. All check manufacturing staff
members should remember that the inclusion of certain design and security features in check orders could also
be confidential
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3. Sales Practice
o Ensure that all check orders accepted for production are legitimate

» Verification is also required for changes in shipping destination, changes in printing instructions for names or
titles, unusual guantities, or out-of-sequence consecutive number ranges

¢ Product samples used for advertising or new customer education may be printed on real check stock, but should
never carry a real customer name or financial institution identity. Sample MICR code-lines should not illustrate

a real routing number or account number. Additionally, the document should be overprinted with a <lear and
obvious message that the check is a sample and it is not negotiable.

4. Supplies
o All blank check stock and specialty papers should be kept in a secure storage area

o Quantities of all sensitive materials should be verified on delivery, and all scrap, quality rejects and obsolete items
should be shredded prior to disposal.

¢ On-hand inventory should be audited frequently to identify shortages

¢ Printing supplies, such as paper, ink, and printing plates must be kept in secure storage areas. Unprinted reams
and rolls of paper, as well as pre-printed standard stock check bodies (awaiting personal imprinting) should be
inventoried on a regular basis.

o All spoiled documents should be shredded or incinerated. All unprinted security paper waste should be shredded
prior to recycling.

5. Printing

e Press operators should be carefully monitored and appropriate precautions should be taken to prevent
the printing of “orders” or “double orders”.

o All output, which fails to pass quality inspection, should be promptly shredded for disposal.
e Used printing plates should be regularly collected, accounted for, and disposed of properly.
6. Facilities
¢ Employees should not be allowed to take security paper from the building unless cleared by a security officer
¢ All security doors should have alarms that at least indicate whether they are opened.
o Visitors should not be allowed unless properly screened by authorized managers.
o Proper escorts must be provided, allowing no free access to any visitor
7. Employees

o Employvees should be made aware that they are depended upon to protect company integrity and customer
information

o Full and complete background check of all prospective employees should proceead hiring. credit history, criminal
record, prior employment history and personal references should be carefully examined.
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Fraud Attempts vs. Successful Attempts

- Detected Fraud Attempts
1 Successful Fraud Attempts
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